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Information technology security prod-
ucts are essential to better secure infor-
mation technology (IT) systems, and 
many products to protect IT systems 
are available in the marketplace today. 
But IT security products alone will not 
guarantee that an organization’s IT sys-
tems are secure. Security products 
should be selected and used within the 
organization’s overall program to man-
age the design, development, and 
maintenance of its IT security infra-
structure, and to protect the confiden-
tiality, integrity, and availability of its 
mission-critical information. 

The foundation for the selection of IT 
security products is a comprehensive 
information security management 
program, including risk management 
procedures that are applied through-
out the System Development Life 
Cycle (SDLC). The risk management 
process enables organizations to ana-
lyze their systems for security, to iden-
tify appropriate and cost-effective 
controls, to select and use security 
products that will protect their infor-
mation and information systems, and 
to monitor the effectiveness of the 
controls.  Management, operational, 
and technical controls are needed to 
support security objectives and to 
protect information.

Guide to Selecting Information 
Technology Security Products

NIST’s Information Technology Lab-
oratory published Special Publication 
(SP) 800-36, Guide to Selecting Infor-
mation Technology Security Products, to 
help organizations select cost-effective 
and useful products for their systems. 
Written by Timothy Grance, Marc 
Stevens, and Marissa Myers, NIST SP 

800-36 defines broad security product 
categories and specifies product types, 
product characteristics, and environ-
ment considerations within those cat-
egories. This ITL Bulletin summarizes 
the publication, which is available at 
http://csrc.nist.gov/publications.

The guide presents pertinent ques-
tions that an organization should ask 
when selecting a product from within 
the categories. As security products 
evolve and change, organizations can 
modify the questions to be asked to fit 
their particular needs. When used 
with other NIST publications, includ-
ing those listed in the More Informa-
tion section at the end of this bulletin, 
the guide will help organizations 
develop a comprehensive approach to 
managing their IT security and infor-
mation assurance requirements.  

In its March 2004 report, “Informa-
tion Security: Technologies to Secure 
Federal Systems,” the U.S. General 
Accounting Office (GAO) referred to 
the product selection guide, as well as 
other NIST publications. The GAO 
report discusses commercially avail-
able, state-of-the-practice cybersecu-
rity technologies that federal agencies 
can use to secure their information 
systems, and states, “these technolo-
gies implement the technical controls 
that NIST recommends federal agen-
cies deploy in order to effectively meet 
federal requirements.” The GAO 
emphasizes the importance of devel-
oping a framework and a continuing 
cycle of activity to assess risks, imple-
ment effective security procedures, 
and monitor the effectiveness of the 
procedures. GAO 04-467 is available 
at http://www.gao.gov/.

Who Selects Security Products for 
an Organization

People throughout the organization 
may be involved in product selection 
at both the individual and the group 
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level. All should be aware of the 
importance of security in the organi-
zation’s information infrastructure and 
the security impacts of their decisions. 
People involved include the following:  

❑ IT Security Program Manager, who 
is responsible for developing enter-
prise standards for IT security;

❑ Chief Information Officer, who is 
responsible for the organization’s IT 
planning, budgeting, investment, 
performance, and acquisition;

❑ IT Investment Board (or equiva-
lent), which is responsible for plan-
ning and managing the capital 
planning and investment control 
process for federal agencies, as speci-
fied in the Information Technology 
Management Reform Act of 1996 
(Clinger-Cohen Act);

❑ Program Manager, who owns the 
data, initiates the procurement, is 
involved in strategic planning, and 
is aware of functional system 
requirements;

❑ Acquisition Team, which is com-
posed of representatives from pro-
gram, technical, and contracting 
areas of the organization and which 
provides a balanced perspective of 
cost and schedule considerations;

❑ Contracting Officer, who has 
authority to enter into, administer, 
and terminate contracts;

❑ Contracting Officer’s Technical 
Representative, who is appointed by 
the Contracting Officer to manage 
the technical aspects of a particular 
contract;

❑ IT System Security Officer, who is 
responsible for ensuring the security 
of an information system through-
out its life cycle; and

❑ Other participants, who may 
include the system certifier and 
accreditor, system users, and people 
representing information technol-
ogy, configuration management, 
design, engineering, and facilities 
groups.

Using the Risk Management 
Process in Product Selection 

Before selecting specific products, 
organizations should review the cur-
rent status of their security programs 

and the security controls planned or in 
place to protect their information and 
information systems. Organizations 
should use the risk management pro-
cess to identify the effective mix of 
management, operational, and techni-
cal security controls that will mitigate 
risk to an acceptable level.  

The Secretary of Commerce recently 
approved Federal Information Process-
ing Standard (FIPS) 199, Standards for 
Security Categorization of Federal Infor-
mation and Information Systems, for use 
by federal government organizations 
(available at http://csrc.nist.gov/publi-
cations/fips/). The new standard helps 
federal agencies identify and prioritize 
their most important information and 
information systems by defining the 
maximum impact that a breach in con-
fidentiality, integrity, or availability 
could have on the agency's operations, 
assets, and/or individuals. The security 
categorization serves as the starting 
point for the selection of security con-
trols that are commensurate with the 
importance of the information and 
information system to the agency, and 
then for the selection of appropriate 
security products. Draft NIST SP 800-
53, Recommended Security Controls for 
Federal Information Systems, provides 
recommendations for minimum-
security controls associated with the 
various security categories defined in 
FIPS 199. Organizations may adjust 
the set of recommended controls based 
on local risk assessments.

After systems and products are in 
place, the controls should be moni-
tored for effectiveness throughout the 
system life cycle.

Products Discussed

NIST SP 800-36 provides informa-
tion about the following IT security 
product categories, including the 
types of products in each category, the 
product characteristics, and the envi-
ronment considerations for each 
category:

❑ Identification and Authentication 
products including security tokens, 
authentication protocols, and bio-
metric control systems;

❑ Access Control products including 
access control lists and role based 
access control systems;

❑ Intrusion Detection products 
including network-based, host-
based, and application-based 
systems;

❑ Firewall products that control the 
flow of network traffic between net-
works or between a host and a 
network; 

❑ Public Key Infrastructure systems 
that manage cryptographic key pairs 
and associate key holders with their 
public keys;

❑ Malicious Code Protection systems 
including malicious code scanners, 
integrity checkers, vulnerability 
monitors, and improper behavior 
blockers;

❑ Vulnerability Scanners that examine 
servers, workstations, firewalls, and 
routers for known vulnerabilities;

❑ Forensic systems that identify, pre-
serve, extract, and document com-
puter-based evidence; and 

❑ Media Sanitizing products that 
remove data from or modify storage 
media so that the data cannot be 
retrieved and reconstructed.

Organizational, Product, and 
Vendor Considerations

The guide discusses the characteristics 
of products in each of these categories 
and recommends that organizations 
consider organizational, product, and 
vendor issues when selecting IT secu-
rity products. These issues are 

Who we are

The Information Technology Laboratory 
(ITL) is a major research component of 
the National Institute of Standards and 
Technology (NIST) of the Technology 
Administration, U.S. Department of 
Commerce. We develop tests and 
measurement methods, reference data, 
proof-of-concept implementations, and 
technical analyses that help to advance the 
development and use of new information 
technology. We seek to overcome barriers 
to the efficient use of information 
technology, and to make systems more 
interoperable, easily usable, scalable, and 
secure than they are today. Our website is 
http://www.itl.nist.gov/.
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presented as specific questions to be 
asked by organizations selecting infor-
mation technology security products:

❑ Organizational considerations

• Need for product to mitigate risk

• Identification of user community

• Relationship between product and 
organization’s mission

• Sensitivity of data to be protected

• Support for security requirements 
in security plan, policies, and 
procedures

• Identification of the organization’s 
security requirements and compar-
ison to product specifications

• Consideration of threat environ-
ment and security functions 
needed to mitigate risks

• Consideration of the use of tested 
products

• Need for firewalls, intrusion detec-
tion systems, or other boundary 
controllers

• Impact of product on operational 
environment, maintenance, and 
training

• Requirements for support, plug-in 
components, or middleware

❑ Product considerations

• Review of lists of validated prod-
ucts, including those products vali-
dated under the joint NIST/
Communications Security Estab-
lishment of Canada Cryptographic 
Module Validation Program 
(CMVP) and the National Infor-
mation Assurance Partnership 
(NIAP) Common Criteria Evalua-
tion and Validation Scheme 
(CCEVS), jointly managed by 
NIST and the National Security 
Agency

• Review of product vulnerabilities

• Test and implementation of 
patches

• Review of protection profiles

• Review of total life cycle costs, 
including acquisition and support

• Ease of use, scalability, and 
interoperability requirements

• Test requirements for acceptance 
and integration testing, and for 
configuration management

• Known vulnerabilities of products

• Implementation requirements for 
relevant patches 

• Requirements and methods for 
reviewing product specifications 
against existing and planned orga-
nizational programs, policies, pro-
cedures, and standards

• Security critical dependencies with 
other products and interactions 
with the existing infrastructure

❑ Vendor considerations 

• Impact of the selection of a partic-
ular product on future security 
choices

• Vendor experience with the product

• Vendor history in responding to 
security flaws in its products

All of these considerations may not 
apply in all cases to all organizations. 
The questions posed in the guide can 
be modified to meet the specific con-
ditions of organizations and help them 
reach decisions that support their 
requirements and that provide the 
appropriate level of protection.  

More Information 

For a list of references to publications 
and to web pages with information 
that can help you in planning and 
implementing a comprehensive 
approach to information technology 
security, consult Appendix A of NIST 
SP 800-36.  

NIST Special Publications, including 
the following, are available in elec-
tronic format from ITL’s Computer 
Security Resource Center at http://
csrc.nist.gov/publications.

NIST SP 800-12, An Introduction to 
Computer Security: The NIST Hand-
book, provides guidance on the funda-
mentals of information system 
security.

NIST SP 800-14, Generally Accepted 
Principles and Practices for Securing 
Information Technology Systems, explains 
approaches and methods that can be 
used to secure information systems.

NIST SP 800-18, Guide for Develop-
ing Security Plans for Information Tech-
nology Systems, discusses developing 
and updating security plans.  

NIST SP 800-21, Guideline for Imple-
menting Cryptography in the Federal 
Government, provides guidance to fed-
eral agencies on selecting crypto-
graphic controls to protect sensitive, 
unclassified information.

NIST SP 800-23, Guidelines to Federal 
Organizations on Security Assurance 
and Acquisition/Use of Tested/Evalu-
ated Products, discusses the concept of 
assurance in the acquisition and use of 
security products.

NIST SP 800-26, Security Self Assess-
ment Guide for Information Technology 
Systems, helps organizations deter-
mine the status of their information 
security programs and establish targets 
for improvement.  

NIST SP 800-27, Engineering Princi-
ples for Information Technology Secu-
rity: A Baseline for Achieving Security, 
presents the system-level security prin-
ciples that should be considered in the 
design, development, and operation of 
an information system (draft revision 
available at http://csrc.nist.gov/
publications/drafts.html).

NIST SP 800-30, Risk Management 
Guide for Information Technology Sys-
tems, discusses the risk-based approach 
to security and provides guidance on 
conducting risk assessments (draft 
revision available at http://csrc.nist.
gov/publications/drafts.html).

ITL Bulletins Via E-Mail
We now offer the option of delivering 
your ITL Bulletins in ASCII format 
directly to your e-mail address. To 
subscribe to this service, send an e-mail 
message from your business e-mail 
account to listproc@nist.gov with the 
message subscribe itl-bulletin, and your 
name, e.g., John Doe. For instructions 
on using listproc, send a message to 
listproc@nist.gov with the message 
HELP. To have the bulletin sent to an 
e-mail address other than the From 
address, contact the ITL editor at 
301-975-2832 or 
elizabeth.lennon@nist.gov.
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  NIST SP 800-31, Intrusion Detection 
Systems (IDSs), and NIST SP 800-41, 
Guidelines on Firewalls and Firewall 
Policy, provide information on using 
and deploying IDSs and firewalls.

NIST SP 800-33, Underlying Techni-
cal Models for Information Technology 
Security, provides information on IT 
security engineering principles and 
concepts for IT systems.  

NIST SP 800-35, Guide to Informa-
tion Technology Security Services, covers 
evaluating, selecting, and managing 
security services throughout the sys-
tem life cycle.

NIST SP 800-37, Guide for the Secu-
rity Certification and Accreditation of 
Federal Information Systems, describes 
the fundamental concepts of the certi-
fication and accreditation processes, 
and details the various tasks in the 

processes (available in final draft at 
http://csrc.nist.gov/publications/
drafts.html). 

NIST SP 800-42, Guidelines on Net-
work Security Testing, describes avail-
able security testing techniques, their 
strengths and weaknesses, and the rec-
ommended frequencies for testing as 
well as strategies for deploying net-
work security testing.

NIST SP 800-44, Guidelines on Secur-
ing Public Web Servers, assists organi-
zations in installing, configuring, and 
maintaining secure public web servers.  

NIST SP 800-53, Recommended Secu-
rity Controls for Federal Information 
Systems, provides information about 
selecting security controls to meet the 
security requirements for the system 
(available in draft at http://csrc.nist.
gov/publications/drafts.html).

NIST SP 800-60, Guide for Mapping 
Types of Information and Information 
Systems to Security Categories, provides 
guidance in assigning security catego-
ries and analyzing the impact of risks, 
based on security categorization defi-
nitions in FIPS 199 (available in draft 
at http://csrc.nist.gov/publications/
drafts.html).

NIST SP 800-64, Security Consider-
ations in the Information System Devel-
opment Life Cycle, discusses the 
analysis of system security require-
ments and methods for incorporating 
security into IT procurements.

Disclaimer
Any mention of commercial products or reference 
to commercial organizations is for information 
only; it does not imply recommendation or endorse-
ment by NIST nor does it imply that the products 
mentioned are necessarily the best available for the 
purpose.


